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The Searchable Symmetric Encryption Scheme with Hiding Co—occurrence Pattern
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Abstract: Searchable symmetric encryption is a crucial technology addressing data security and privacy protection problems in big data and

cloud computing environments. It enables users to securely query encrypted data without the need for decryption. Most existing SSE schemes

leak access pattern to ensure the efficiency of the scheme. Access pattern reveals the relationship between query tokens and matched docu-

ments, which in turn exposes co—occurrence pattern. The co—occurrence pattern is the number of common documents of any pair of keywords.

It is the basis of inference attacks among which IKK attack is the typical one. As a result, the leakage of co—occurrence pattern has a practical

impact on the privacy of searchable symmetric encryption schemes. In response to this issue, a padding algorithm to hide the co—occurrence

pattern based on which a searchable symmetric encryption scheme that hides co—occurrence pattern is proposed. Security analysis shows that

this scheme is secure and effective, and experimental results using real datasets also indicate that this scheme can effectively prevent the leak-

age of co—occurrence pattern.
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B OB AL PR A AT A T . BT ELREDL RS D Bl AL
PRVEICAN ] X4, i A Rt AN T XA ) . HAR R
INA
Pr[G,=1]-Pr[G,=1]< negl(A) (20)
) MIEIFAR Gy G, [ SEH B A BEAIL 74 f BF
e S A FH 041 SC2E A X R B S N T 58 A L 8 S, R
% Iy R HAE SR A BUOSHE X iE R G R G, B
KRR
Pr[G,=1]-Pr[G, = 1]< negl(A) (21)
(4) ¥4 3E UE X Gyo Gy XAy BHAEHE S o (1) U0 XK
Ideals , (1), 40L& S 3 o 1t O oA B8 A= o 5 T 7 2 1 AL
Bl TERI IR A BERLES S o (ol FH i B0 I Al 52 B 9 %K
s, 7T 2 oA U5 T M T RS Lo T TR 9 XK T R A R AR B
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Table 1 Efficiency analysis table
F1 BEHSE

PSiiSS e BRI SR BUTHT AT ] S A i) E]
(R Ht ) Bt /ms /ms
43(14) 232 7.6 128.4
301(300) 596 47.7 203.5
510(500) 5949 71.7 13534
1 .009(1 000) 13 889 152.2 32372
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